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Title of the Invention 

Hardware-Control Governance Devices and Intelligent Orchestration Under NAI 
2.0 

 

Field of the Invention 

The present invention relates generally to medical device governance, 
cybersecurity, device trust management, and intelligent orchestration. More 
particularly, the invention relates to hardware-based wearable governance 
devices and associated control systems that operate under an intelligence layer 
identified as NAI 2.0 within an ABC+2S Guardian Framework to enforce trust, 
safety, compliance, telemetry management, and responsive operational control. 

 

Background of the Invention 

Modern healthcare and monitored-care environments increasingly depend on 
distributed connected devices, wearable sensors, mobile endpoints, and remote 
monitoring systems. These systems often generate large volumes of physiological 
data and device-state information, but conventional arrangements typically lack 
unified hardware-governance control, contextual trust evaluation, and 
coordinated policy enforcement across wearable endpoints. 
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In many implementations, wearable devices are treated primarily as sensing 
tools rather than governed infrastructure components. As a result, device 
identity, integrity state, contextual trust, workflow compliance, and security 
posture may not be evaluated in a continuous and coordinated manner. This can 
lead to failures in safe operation, false alerts, untrusted telemetry, poor anomaly 
classification, incomplete auditability, and insufficient enforcement of 
operational restrictions when device conditions degrade. 

There is therefore a need for a system in which wearable medical devices are 
governed as intelligent hardware-controlled endpoints within an integrated 
framework capable of identity validation, telemetry interpretation, compliance 
enforcement, anomaly classification, safe-state control, and orchestrated 
response. The present invention addresses that need. 

 

Summary of the Invention 

The invention provides a hardware-control governance system in which one or 
more wearable medical governance devices operate as managed endpoints 
under an intelligent orchestration architecture identified in some embodiments 
as NAI 2.0. The wearable devices may include, by way of example, a wrist-worn 
wearable medical governance device and a patch-form wearable medical 
governance device, each configured to collect physiological data, device-state 
data, or contextual data and to communicate such data to a governance 
framework. 

In some embodiments, the wearable devices are enrolled within an ABC+2S 
Guardian Framework, which manages identity, attestation, trust evaluation, 
communications policy, segmentation, compliance monitoring, alert handling, 
and recovery control. NAI 2.0 operates as an intelligence and orchestration layer 
that receives telemetry and contextual metadata, determines whether 
conditions correspond to clinical events, device anomalies, security anomalies, or 
compliance conditions, and initiates governance actions affecting device 
functionality, communication permissions, alert treatment, or operating state. 

In some embodiments, the system supports local governance continuity during 
connectivity loss, synchronized recovery following reconnection, auditable event 
logging, and policy-driven transition among normal, restricted, quarantined, and 
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safe-state modes. The invention thereby transforms wearable medical devices 
from passive sensing elements into governed hardware-control devices 
participating in trusted clinical and operational infrastructure. 

 

Brief Description of the Drawings 

FIG. 1 is a schematic system diagram illustrating an example embodiment of the 
ABC+2S Guardian Framework including wearable medical governance devices, 
clinical infrastructure, and an intelligence orchestration layer identified as NAI 
2.0. 

FIG. 2 is a schematic block diagram of an example wrist-worn wearable medical 
governance device embodiment. 

FIG. 3 is a schematic block diagram of an example patch-form wearable medical 
governance device embodiment. 

FIG. 4 is a data-flow diagram illustrating transmission of telemetry, identity 
information, integrity information, and contextual metadata between wearable 
medical governance devices and the ABC+2S Guardian Framework. 

FIG. 5 is a flowchart illustrating an example governance method including 
identity validation, trust evaluation, event classification, and enforcement of a 
governance action. 

FIG. 6 is a state-transition diagram illustrating example operating states of a 
governed wearable medical device including normal mode, restricted mode, 
safe-state mode, quarantined mode, and recovery mode. 

FIG. 7 is a workflow diagram illustrating an example coordinated response 
involving a wearable device, NAI 2.0, and one or more external systems or care 
personnel. 

FIG. 8 is a decision-flow diagram illustrating classification of a detected condition 
as a clinical condition, device anomaly, security anomaly, or compliance 
condition. 
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FIG. Type Scope 

1 System diagram Entire ABC+2S Guardian Framework with NAI 2.0 

2 Block diagram Wrist-worn wearable medical governance device 

3 Block diagram Patch-form wearable medical governance device 

4 Data-flow diagram Device-to-framework information exchange 

5 Flowchart Governance method 

6 State-transition diagram Device operating states 

7 Workflow diagram Coordinated response sequence 

8 Decision-flow diagram Condition classification logic 

 

Numeral Range: Use 

100-series Framework-level architecture / FIG. 1 core elements 

200-series Wrist-worn device elements / FIG. 2 

300-series Patch-form device elements / FIG. 3 

400-series Data channels and exchanged information / FIG. 4 

500-series Method steps / FIG. 5 

600-series Device states / FIG. 6 

700-series Coordinated response actors and workflow elements / FIG. 7 

800-series Decision nodes and classifications / FIG. 8 

 

Detailed Description of the Invention 
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1. General Architecture 

In some embodiments, the invention comprises a hardware-control 
governance system for wearable medical devices operating under an 
intelligent orchestration architecture. The system may include one or more 
wearable medical governance devices, one or more communications 
pathways, one or more intermediate gateways or mobile systems, and a 
central or distributed governance framework. The governance framework may 
be implemented as part of an architecture identified herein as the ABC+2S 
Guardian Framework. 

The ABC+2S Guardian Framework may include one or more processors, 
memory resources, secure data stores, policy engines, audit engines, identity 
services, attestation services, trust-scoring services, anomaly detection 
services, communications segmentation controls, and response orchestration 
components. In some embodiments, the framework interfaces with clinical 
systems, enterprise systems, security systems, monitoring systems, and 
remote service infrastructure. 

An intelligence layer identified in some embodiments as NAI 2.0 may receive 
and analyze information from the wearable devices and other sources. NAI 2.0 
may function as a reasoning, inference, correlation, and orchestration engine 
for classifying events, applying policy logic, and directing governance actions. 

 

2. Wearable Medical Governance Devices 

In some embodiments, the hardware-control governance devices include one 
or more wearable medical endpoints configured to operate as governed edge 
devices rather than merely passive sensors. Each such device may include one 
or more of: 

 a sensor subsystem, 
 a communication subsystem, 
 a processor subsystem, 
 a power subsystem, 
 a security subsystem, 
 local storage, 
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 firmware control logic, 
 local policy logic, 
 identity credentials, 
 attestation logic, 
 integrity verification logic, and 
 one or more user-facing or system-facing indicators. 

The device may generate and transmit physiological data, device-state data, 
operational telemetry, identity data, integrity data, workflow-state data, 
location-related data, or combinations thereof. 

 

3. Wrist-Worn Device Embodiment (WM003) 

In some embodiments, a first device embodiment comprises a wrist-worn 
wearable medical governance device, referred to herein as WM003. WM003 
may be configured to be worn on a wrist of a patient, clinician, caregiver, 
technician, or authorized operator. 

WM003 may include a housing, band or attachment structure, display, one or 
more user-input interfaces, and a sensor subsystem. The sensor subsystem 
may include one or more of the following: 

 photoplethysmography sensors, 
 electrocardiographic sensors, 
 temperature sensors, 
 accelerometers, 
 gyroscopes, 
 motion sensors, 
 proximity sensors, 
 pulse-related sensors, 
 orientation sensors, and 
 biometric or user-presence sensors. 

WM003 may be configured to display alerts, workflow prompts, 
authentication requests, status indications, reminders, emergency 
notifications, trust warnings, or guided instructions. In some embodiments, 
WM003 can receive governance commands from the ABC+2S Guardian 
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Framework to alter communication behavior, alert behavior, access 
permissions, sampling behavior, local display behavior, or operating state. 

WM003 may be particularly useful for clinician-linked workflow validation, 
patient-associated monitoring, user authentication continuity, and on-body 
trust-aware governance. 

 

4. Patch-Form Device Embodiment (WM005) 

In some embodiments, a second device embodiment comprises a patch-form 
wearable medical governance device, referred to herein as WM005. WM005 
may be configured for attachment to a body surface of a monitored subject. 

WM005 may include a low-profile body-mountable housing, adhesive or 
attachment structure, biosignal interface, electrodes or conductive contacts, 
processor subsystem, communication subsystem, and security subsystem. 
WM005 may acquire one or more of the following: 

 electrocardiographic data, 
 respiration-related data, 
 heart-rate data, 
 temperature data, 
 motion data, 
 posture-related data, 
 skin-contact data, 
 adhesion-quality data, 
 wear-duration data, 
 moisture-exposure data, and 
 device-state anomaly data. 

WM005 may be configured to detect detachment, contact degradation, 
improper placement, moisture compromise, wear expiration, or signal 
unreliability. Such conditions may be transmitted as governance-relevant 
events to the ABC+2S Guardian Framework. 

In some embodiments, WM005 includes local logic enabling preliminary 
determination of whether an observed signal interruption is likely due to 
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physiological change or hardware-state degradation. NAI 2.0 may then further 
classify the condition using contextual information. 

 

5. Security, Identity, and Attestation 

In some embodiments, each wearable device includes a security subsystem 
configured to support trusted enrollment and governed participation in the 
framework. The security subsystem may include: 

 device identity storage, 
 secure key storage, 
 certificate logic, 
 attestation logic, 
 secure boot logic, 
 firmware validation logic, 
 tamper detection, 
 pairing assurance logic, 
 trusted communication initialization, and 
 local policy enforcement support. 

The governance framework may use this information to determine whether a 
device is trusted, conditionally trusted, degraded, restricted, quarantined, or 
disallowed. Trust determination may depend on one or more of firmware 
status, certificate validity, sensor consistency, prior device behavior, workflow 
alignment, location consistency, patient association, communication history, 
or local integrity metrics. 

 

6. NAI 2.0 Intelligence Layer 

In some embodiments, NAI 2.0 operates as the intelligence and orchestration 
layer of the hardware-control governance system. NAI 2.0 may be configured 
to: 

 ingest telemetry from WM003, WM005, and other governed devices; 
 correlate telemetry with contextual metadata; 

8



 evaluate trust, risk, safety, and compliance conditions; 
 distinguish among clinical events, device anomalies, security anomalies, 

and compliance conditions; 
 recommend or cause governance actions; 
 adapt response intensity according to policy; 
 maintain explainable decision records; and 
 coordinate with human operators, external systems, and automated 

control processes. 

The contextual metadata may include patient identity, clinician identity, 
workflow stage, device enrollment state, location context, timing context, 
connectivity context, command history, alert history, or environmental 
conditions. 

For example, NAI 2.0 may determine that loss of continuous ECG signal from 
WM005 is more likely caused by patch detachment than patient deterioration 
based on simultaneous adhesion-quality degradation, reduced contact 
integrity, and movement metadata. Similarly, NAI 2.0 may determine that an 
interaction pattern observed through WM003 is indicative of unauthorized 
access or workflow noncompliance rather than ordinary user behavior. 

 

7. Governance Actions 

Based on trust evaluation or event classification, the framework may enforce 
one or more governance actions. Examples include: 

 restricting communications, 
 permitting communications only with approved systems, 
 quarantining a device or data stream, 
 increasing or decreasing sampling rate, 
 requiring re-authentication, 
 requiring re-attestation, 
 suppressing a false or low-confidence alert, 
 escalating an alert, 
 triggering a care-team notification, 
 placing the device in restricted mode, 
 placing the device in safe-state mode, 
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 initiating a recovery workflow, 
 logging an auditable event, 
 denying command execution, 
 requiring human review, or 
 changing local user-interface behavior. 

These actions may be executed by the wearable device itself, by the 
governance framework, by NAI 2.0 through orchestration logic, or by 
combinations thereof. 

 

8. Local Governance During Connectivity Loss 

In some embodiments, the wearable device maintains a local subset of 
governance rules for use during intermittent connectivity or temporary 
disconnection from the framework. During such conditions, the device may 
continue limited operation according to pre-authorized local policy. Once 
connectivity is restored, locally recorded events may be synchronized to the 
framework for audit, review, and trust recalculation. 

This capability improves operational resilience while preserving centralized 
oversight. 

 

9. Auditability and Compliance 

In some embodiments, the ABC+2S Guardian Framework maintains a 
persistent audit trail that records one or more of: 

 device enrollment, 
 attestation status, 
 pairing changes, 
 policy assignments, 
 trust score changes, 
 command transmissions, 
 alert events, 
 anomaly classifications, 
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 local fallback actions, 
 recovery actions, and 
 operator acknowledgments. 

Such records may support compliance review, forensic analysis, clinical safety 
investigation, device fleet management, and policy optimization. 

 

10. System Operation 

In an example method of operation, a wearable device such as WM003 or 
WM005 generates physiological and device-state data. The data is associated 
with identity information and integrity information and transmitted to the 
ABC+2S Guardian Framework. NAI 2.0 analyzes the received data in view of 
contextual metadata and determines whether the event corresponds to a 
clinical condition, a device anomaly, a security anomaly, or a compliance 
condition. Based on that determination, the framework applies a governance 
action. The action may alter device operation, communications permissions, 
alert handling, safe-state status, or recovery sequence. The result is logged 
for subsequent audit and policy refinement. 

 

11. Variations 

Although WM003 and WM005 are described as wrist-worn and patch-form 
embodiments, respectively, the invention is not limited to those precise form 
factors. The principles described herein may be applied to additional body-
worn, clinician-worn, patient-worn, adhered, embedded, or accessory-based 
devices that operate as governed hardware endpoints under NAI 2.0 and the 
ABC+2S Guardian Framework. 

Similarly, the use of the names NAI 2.0, ABC+2S Guardian, WM003, and 
WM005 is illustrative. Other names, versions, modules, or implementation 
labels may be used without departing from the scope of the invention. 
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Claims 

What is claimed is: 

1. A medical hardware-control governance system comprising: 

at least one wearable medical governance device comprising 
a sensor subsystem configured to acquire physiological data or device-state 
data, 
a communication subsystem configured to transmit the physiological data or 
device-state data, 
a processing subsystem, and 
a security subsystem configured to provide at least one of device identity 
information, attestation information, or integrity information; 

a governance framework comprising one or more processors and memory 
storing instructions that, when executed, cause the governance framework to 
receive the physiological data or device-state data and the at least one of 
device identity information, attestation information, or integrity information 
from the at least one wearable medical governance device, 
associate the received information with contextual metadata, 
determine a trust condition associated with the at least one wearable medical 
governance device based at least in part on the received information and the 
contextual metadata, and 
enforce a governance action affecting operation of the at least one wearable 
medical governance device or handling of data generated by the at least one 
wearable medical governance device based on the trust condition; and 

an intelligence layer configured to 
analyze the received information and the contextual metadata, 
determine whether a detected event corresponds to a clinical condition, a 
device anomaly, a security anomaly, or a compliance condition, and 
cause the governance framework to initiate the governance action. 

2. The system of claim 1, wherein the at least one wearable medical governance 
device comprises a wrist-worn wearable medical governance device. 

3. The system of claim 2, wherein the wrist-worn wearable medical governance 
device comprises a display and a user interface configured to present at least 
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one of an alert, workflow guidance, an authentication prompt, a status 
indicator, or an emergency notification. 

4. The system of claim 2, wherein the wrist-worn wearable medical governance 
device comprises at least one sensor selected from the group consisting of a 
photoplethysmography sensor, an electrocardiographic sensor, a temperature 
sensor, an accelerometer, a gyroscope, a proximity sensor, and a motion 
sensor. 

5. The system of claim 1, wherein the at least one wearable medical governance 
device comprises a patch-form wearable medical governance device configured 
for attachment to a body surface. 

6. The system of claim 5, wherein the patch-form wearable medical governance 
device is configured to detect at least one of detachment, contact degradation, 
wear-duration threshold exceedance, moisture exposure, or adhesion-quality 
degradation. 

7. The system of claim 5, wherein the patch-form wearable medical governance 
device is configured to acquire at least one of electrocardiographic data, 
respiration-related data, temperature data, motion data, posture data, or skin-
contact integrity data. 

8. The system of claim 1, wherein the governance action comprises at least one of 
restricting communications, requiring re-authentication, requiring re-
attestation, quarantining a data stream, suppressing an alert, elevating an alert, 
changing a sampling rate, placing the at least one wearable medical governance 
device in a restricted mode, placing the at least one wearable medical 
governance device in a safe-state mode, or initiating a recovery workflow. 

9. The system of claim 1, wherein the contextual metadata comprises at least 
one of patient context, clinician context, workflow context, location context, 
timing context, connectivity context, command history, or policy context. 

10. The system of claim 1, wherein the intelligence layer is configured to 
distinguish a physiological event from a device anomaly based on the 
physiological data, the device-state data, and the contextual metadata. 

11. The system of claim 1, wherein the trust condition is determined based on a 
combination of firmware state, certificate status, pairing integrity, sensor 
consistency, battery condition, patient association state, location context, 
communication history, and workflow alignment. 

12. The system of claim 1, wherein the governance framework maintains an 
auditable record of device enrollment, attestation status, policy changes, alert 
events, command transmissions, anomaly classifications, and recovery actions. 
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13. The system of claim 1, wherein the governance framework applies 
segmentation rules that selectively permit or deny communications between 
the at least one wearable medical governance device and one or more 
gateways, mobile devices, clinical systems, enterprise systems, or cloud 
systems. 

14. The system of claim 1, wherein the at least one wearable medical governance 
device is configured to execute locally stored governance rules during a loss of 
connectivity and to synchronize locally recorded events after connectivity is 
restored. 

15. A wrist-worn wearable medical governance device comprising: 

a housing configured to be worn on a wrist of a user; 
a sensor subsystem configured to acquire physiological data or motion-
related data; 
a display configured to present at least one of an alert, workflow guidance, an 
authentication request, or a status indication; 
a communication subsystem configured to communicate with a remote 
governance framework; 
a processing subsystem; and 
a security subsystem configured to provide device identity information and 
integrity-related information to the remote governance framework, 

wherein the processing subsystem is configured to operate the wrist-worn 
wearable medical governance device as a governed endpoint whose 
functionality is selectively controlled based on a trust evaluation performed 
by the remote governance framework. 

16. The device of claim 15, wherein the wrist-worn wearable medical governance 
device is configured to receive a command from the remote governance 
framework that changes at least one of alert behavior, data transmission 
behavior, authentication behavior, operating mode, or communication 
permissions. 

17. The device of claim 15, wherein the security subsystem comprises a 
hardware-rooted identity element or secure credential store. 

18. The device of claim 15, wherein the wrist-worn wearable medical governance 
device is configured to present a re-authentication request in response to a 
trust degradation condition detected by the remote governance framework. 

19. A patch-form wearable medical governance device comprising: 
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a body-mountable housing; 
an attachment structure configured to secure the device to a body surface of 
a monitored subject; 
a biosignal acquisition subsystem configured to acquire physiological data 
from the monitored subject; 
a communication subsystem configured to communicate with a remote 
governance framework; 
a processing subsystem; and 
a security subsystem configured to provide identity information or integrity 
information to the remote governance framework, 

wherein the processing subsystem is configured to detect at least one of a 
contact-quality condition, a detachment condition, or a device-state 
anomaly, and 
wherein operation of the patch-form wearable medical governance device is 
governed based on a trust evaluation performed by the remote governance 
framework. 

20. The device of claim 19, wherein the biosignal acquisition subsystem 
comprises at least one electrode configured to acquire electrocardiographic 
data. 

21. The device of claim 19, wherein the processing subsystem is configured to 
generate adhesion-quality data and transmit the adhesion-quality data to the 
remote governance framework. 

22. The device of claim 19, wherein the patch-form wearable medical 
governance device comprises an indicator configured to provide a visual 
indication of at least one of pairing state, compliance state, alert state, 
battery state, or connectivity state. 

23. A computer-implemented method for governing a wearable medical 
device, the method comprising: 

receiving, from a wearable medical governance device, physiological data, 
device-state data, and identity-related or integrity-related information; 
associating the physiological data, the device-state data, and the identity-
related or integrity-related information with contextual metadata; 
analyzing, by an intelligence layer, the physiological data, the device-state 
data, and the contextual metadata to determine whether an event 
corresponds to a clinical condition, a device anomaly, a security anomaly, or 
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a compliance condition; 
generating a trust evaluation for the wearable medical governance device 
based on the analysis; and 
causing a governance framework to enforce a governance action affecting 
the wearable medical governance device or a data stream generated by the 
wearable medical governance device based on the trust evaluation. 

24. The method of claim 23, wherein the wearable medical governance device 
comprises a wrist-worn wearable medical governance device. 

25. The method of claim 23, wherein the wearable medical governance device 
comprises a patch-form wearable medical governance device. 

26. The method of claim 23, wherein enforcing the governance action includes 
distinguishing a device detachment condition from a physiological 
deterioration condition. 

27. The method of claim 23, wherein enforcing the governance action includes 
initiating at least one of clinician notification, data-stream quarantine, 
restricted communications, re-authentication, re-attestation, safe-state 
entry, or recovery workflow execution. 

28. A non-transitory computer-readable medium storing instructions that, 
when executed by one or more processors of a medical governance 
framework, cause the medical governance framework to: 

receive physiological data, device-state data, and security-related 
information from a wearable medical governance device; 
correlate the received information with contextual metadata; 
determine, using an intelligence layer, whether the received information 
indicates a clinical event, a device anomaly, a security anomaly, or a 
compliance condition; 
generate a trust score or trust state for the wearable medical governance 
device; and 
initiate a governance action that changes device operation, communication 
permissions, alert handling, or data routing based on the trust score or trust 
state. 

 

Abstract 
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A hardware-control governance system for wearable medical devices is disclosed. 
The system includes one or more wearable medical governance devices, a 
governance framework, and an intelligence layer identified in some embodiments 
as NAI 2.0. The wearable devices may include a wrist-worn device and a patch-
form device configured to acquire physiological data, device-state data, and 
security-related information. The governance framework receives the 
information, associates it with contextual metadata, determines a trust condition, 
and enforces one or more governance actions. The intelligence layer analyzes the 
information and contextual metadata to distinguish clinical conditions, device 
anomalies, security anomalies, and compliance conditions. Governance actions 
may include communication restriction, re-authentication, re-attestation, alert 
suppression or escalation, safe-state entry, and recovery workflow initiation. The 
system provides trusted, auditable, policy-driven control of wearable medical 
hardware devices. 
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FIG. 1 is a schematic system diagram illustrating an example embodiment of the 
ABC+2S Guardian Framework including wearable medical governance devices, 
clinical infrastructure, and an intelligence orchestration layer identified as NAI 
2.0. 
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FIG. 2 is a schematic block diagram of an example wrist-worn wearable medical 
governance device embodiment. 
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FIG. 3 is a schematic block diagram of an example patch-form wearable medical 
governance device embodiment. 
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FIG. 4 is a data-flow diagram illustrating transmission of telemetry, identity 
information, integrity information, and contextual metadata between wearable 
medical governance devices and the ABC+2S Guardian Framework. 
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FIG. 5 is a flowchart illustrating an example governance method including 
identity validation, trust evaluation, event classification, and enforcement of a 
governance action. 
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FIG. 6 is a state-transition diagram illustrating example operating states of a 
governed wearable medical device including normal mode, restricted mode, 
safe-state mode, quarantined mode, and recovery mode. 

23



 

FIG. 7 is a workflow diagram illustrating an example coordinated response 
involving a wearable device, NAI 2.0, and one or more external systems or care 
personnel. 
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FIG. 8 is a decision-flow diagram illustrating classification of a detected condition 
as a clinical condition, device anomaly, security anomaly, or compliance 
condition.  
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Annex — AI Safety, Constitutional Governance, and 
Distinction Between Hardware-Enforced and Consumer Bias in 
NAI 2.0 Constitutional Medical Devices 

1. Purpose of this Annex 

This Annex provides a supporting writeup for the patent document relating to NAI 2.0 
Constitutional Medical Devices, with particular emphasis on: 

1. AI safety compliance in medical-device contexts 
2. The distinction between hardware-enforced constitutional controls and consumer-

configurable bias settings 
3. Ethical and societal implications of governed AI-enabled medical devices 
4. Technical implementation considerations 
5. Policy, legal, and industry implications 

This Annex is intended to clarify the constitutional governance principles underlying the 
disclosed embodiments and to distinguish such embodiments from conventional consumer AI 
systems whose behavior may be influenced primarily through software preferences, user 
prompts, or application-layer policy settings. 

 

2. Overview of NAI 2.0 Constitutional Medical Devices 

In the disclosed system, a NAI 2.0 Constitutional Medical Device is a medical or medical-
adjacent device configured to operate under a predefined governance architecture that 
constrains device behavior according to safety, trust, identity, integrity, and compliance rules. 
Such governance is not merely advisory. Rather, in preferred embodiments, the governance 
framework is binding, verifiable, and enforceable across sensing, inference, communication, 
response, and override pathways. 

The constitutional model may be understood as a structured rule hierarchy that determines: 

 what the device may detect, infer, transmit, suppress, or escalate; 
 when the device must reduce functionality, enter a restricted state, or transition into safe-state 

or quarantine; 
 which actors may receive information or issue instructions; 
 which conditions trigger mandatory human review, clinician involvement, or emergency 

escalation; and 
 which actions are prohibited even where requested by a user, operator, consumer, or third 

party. 
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In this way, the constitutional layer serves as a machine-enforceable safety and governance 
substrate rather than a conventional user-facing preference set. 

 

3. Ethical and Societal Implications 

3.1 Primacy of Patient Safety Over Convenience 

A central ethical premise of the disclosed architecture is that patient safety, bodily integrity, 
and clinically appropriate care take precedence over convenience, personalization, or 
consumer demand. In ordinary consumer devices, users may reasonably expect substantial 
control over personalization, recommendation style, or content filtering. In a medical device, 
however, such latitude can be dangerous if it permits suppression of critical alerts, modification 
of diagnostic thresholds, manipulation of device telemetry, or circumvention of escalation 
procedures. 

Accordingly, the disclosed constitutional framework recognizes that some device behaviors 
must remain non-waivable, non-customizable, or only modifiable under tightly controlled, 
authenticated, and auditable conditions. 

3.2 Protection Against Harmful Personalization 

The Annex distinguishes between acceptable personalization and impermissible bias alteration. 
Consumer systems frequently allow users to influence tone, style, priorities, or outputs through 
configurable settings. In the medical context, the same pattern can create unacceptable risk if it 
affects: 

 alert thresholds for urgent clinical events; 
 handling of abnormal sensor readings; 
 decisions to notify caregivers or emergency personnel; 
 tamper detection and security lockdown behavior; 
 data integrity checks; or 
 compliance logging and audit retention. 

The ethical concern is not only technical error, but also structural inequity. A device that can be 
biased by user preference, vendor incentives, or payer pressure may behave differently across 
populations in ways that undermine safety, fairness, or trust. 

3.3 Trustworthy Delegation to AI 

As medical devices incorporate increasing autonomy, patients and clinicians necessarily 
delegate portions of judgment to machine systems. That delegation is only socially legitimate if 
the system is transparent in governance, bounded in authority, and reviewable after the fact. 
The disclosed embodiments address this by ensuring that high-risk actions are constrained by 
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constitutional logic, trust scoring, attestation, and event logging rather than ad hoc model 
discretion alone. 

3.4 Dignity, Consent, and Surveillance Boundaries 

The constitutional architecture also supports ethical boundaries on surveillance and 
intervention. A governed device should not become an unconstrained monitoring instrument 
merely because it is technically capable of collecting data. The constitutional rules may 
therefore define: 

 permissible categories of collection; 
 context-based limitations on transmission; 
 minimum necessary disclosure principles; 
 authorized recipients by role and condition; and 
 special handling for sensitive or high-impact events. 

Thus, the system can be designed to promote both safety and dignity, rather than treating 
these values as mutually exclusive. 

 

4. Distinction Between Hardware-Enforced and Consumer Bias 

4.1 Core Distinction 

A principal point of this Annex is the distinction between: 

 hardware-enforced constitutional governance, and 
 consumer-configurable bias or preference specification. 

These two concepts are not equivalent. 

A hardware-enforced constitutional rule is a constraint embedded into trusted device 
architecture such that it cannot be casually modified by an end user, consumer application, or 
ordinary software-layer setting. Such enforcement may rely on secure elements, immutable 
boot logic, attestation pathways, tamper response, cryptographic policy binding, signed 
configuration chains, or physically anchored trust domains. 

By contrast, a consumer bias setting generally refers to an adjustable preference influencing 
output style, ranking, prioritization, personalization, or response behavior at the application 
layer. Such settings may be useful in low-risk consumer contexts but are inadequate as primary 
control mechanisms for safety-critical medical behavior. 

4.2 Why Consumer Bias Models Are Insufficient in Medical Devices 
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Consumer bias controls are insufficient in the medical domain for several reasons: 

1. They are reversible by ordinary users. 
A user may disable, override, or misconfigure settings without understanding the safety 
implications. 

2. They are often not cryptographically anchored. 
There may be no trustworthy mechanism to prove which policy was in force at a given 
time. 

3. They may be application-specific rather than device-wide. 
Safety behavior must persist across software modules, network states, and fault 
conditions. 

4. They do not necessarily survive tamper, reboot, downgrade, or adversarial 
interference. 
A medical safety control must remain active under abnormal conditions. 

5. They can permit inappropriate optimization. 
Consumer tuning may encourage behavior that optimizes satisfaction, convenience, or 
engagement rather than medical safety. 

4.3 Characteristics of Hardware-Enforced Constitutional Controls 

In preferred embodiments, hardware-enforced constitutional controls may include one or more 
of the following: 

 secure boot and measured boot; 
 device identity rooted in cryptographic hardware; 
 signed constitutional policy bundles; 
 runtime integrity measurement; 
 protected execution of safety-critical logic; 
 tamper-evident logging; 
 fail-secure mode transitions; 
 sensor provenance validation; 
 lockout of unauthorized override pathways; and 
 hardware-backed attestation to remote governance services. 

These measures distinguish a governed constitutional medical device from a merely 
configurable smart device. 

4.4 Role of Consumer Preferences 

This Annex does not suggest that all personalization is prohibited. Rather, the architecture may 
permit consumer-facing preferences only within a bounded and non-safety-critical envelope. 
Examples may include: 

 notification tone or display format; 
 language preference; 
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 non-clinical interface accessibility settings; 
 routine reminder cadence within permitted ranges; or 
 user dashboard presentation options. 

However, such preferences may not alter core constitutional protections, including emergency 
escalation criteria, tamper responses, critical event classification, compliance retention, or 
medically necessary alerts. 

 

5. AI Safety Compliance Framework for Constitutional Medical Devices 

5.1 General Principle 

The disclosed invention may be understood as implementing AI safety by design, AI safety by 
architecture, and AI safety by enforceable governance. Compliance is not limited to 
documentation or post hoc review. Instead, the architecture itself embodies safeguards 
designed to reduce unsafe outputs, unsafe actions, unauthorized intervention, and non-
compliant operation. 

5.2 Safety Layers 

The AI safety framework may include multiple coordinated layers, including: 

5.2.1 Identity and Trust Layer 

This layer verifies device identity, firmware authenticity, sensor provenance, authorized 
counterparties, and the integrity of incoming and outgoing instructions. 

5.2.2 Clinical Safety Layer 

This layer determines whether detected conditions require routine handling, restricted 
operation, clinician escalation, emergency intervention, safe-state transition, or quarantine. 

5.2.3 Security and Adversarial Resilience Layer 

This layer identifies replay attempts, injection attacks, tamper events, anomalous control 
patterns, unauthorized pairing, or firmware manipulation. 

5.2.4 Compliance Layer 

This layer evaluates whether collection, inference, storage, disclosure, and response behavior 
conform to applicable clinical, privacy, and safety obligations. 
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5.2.5 Auditability Layer 

This layer preserves a verifiable record of policy state, model state, device state, event 
classification, and action pathways to support accountability, traceability, and review. 

5.3 Harm Gates and Escalation Controls 

In some embodiments, the device and associated governance platform implement one or more 
Harm Gates. A Harm Gate may be a logical or architectural checkpoint that must be satisfied 
before the system is permitted to continue, modify behavior, or initiate downstream action. 
Harm Gates may be used to: 

 prevent unsafe continuation under uncertainty; 
 block external commands lacking sufficient authentication; 
 require higher-grade review before override of safety restrictions; 
 force minimum-safe behavior when risk exceeds confidence; 
 initiate quarantine or zero-trust treatment of suspect components. 

Such gates are especially useful where autonomous processing is combined with external 
integrations and clinician workflow coordination. 

 

6. Technical Implementation Considerations 

6.1 Constitutional Rule Stack 

The constitutional framework may be organized as a layered rule stack, for example: 

1. Non-derogable safety rules 
Rules that cannot be disabled by end users or ordinary operators. 

2. Clinical governance rules 
Rules that govern event severity, escalation, intervention, and clinician notification. 

3. Security and trust rules 
Rules for authentication, attestation, integrity verification, and tamper response. 

4. Compliance and privacy rules 
Rules constraining retention, transmission, jurisdiction, disclosure, and audit. 

5. Permitted user personalization rules 
Narrowly bounded preferences with no authority over critical safety functions. 

6.2 State-Based Governance 
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The state-transition approach described for FIG. 6 is significant because it permits governance 
logic to be implemented not merely as isolated decisions but as persistent operational states. 
Example states may include: 

 Normal mode 
 Restricted mode 
 Safe-state mode 
 Quarantined mode 
 Recovery mode 

This design is technically advantageous because different trust assumptions and operating 
permissions can be bound to each state. For example: 

 Normal mode may allow full sensing and routine reporting. 
 Restricted mode may disable non-essential features. 
 Safe-state mode may preserve only minimum safe clinical outputs. 
 Quarantined mode may isolate the device from external control pathways. 
 Recovery mode may require attestation, re-validation, and supervised return to service. 

6.3 Separation of Inference From Authority 

A preferred technical principle is the separation of: 

 what the model infers, from 
 what the device is allowed to do. 

A model may estimate or classify a condition, but action authority should be mediated by 
constitutional controls, severity assessment, trust scoring, and policy checks. This reduces the 
risk that a probabilistic inference engine directly drives high-impact actions without governance 
review. 

6.4 Verified Override Architecture 

Override is often necessary in medicine, but unsafe if poorly controlled. A constitutional device 
may therefore support override only when: 

 the requester is authenticated; 
 role and scope are verified; 
 the request is contextually appropriate; 
 the action is logged; 
 the constitutional rules permit the requested deviation; and 
 a higher-level escalation pathway exists if the request conflicts with mandatory safety rules. 

In some embodiments, attempted override of non-derogable protections is denied, logged, and 
escalated. 
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6.5 Explainability and Recordkeeping 

While full model interpretability may not always be technically feasible, the system can still 
preserve actionable explainability by recording: 

 triggering signals, 
 event severity, 
 trust and attestation status, 
 constitutional rule invoked, 
 transition state, 
 action taken, 
 recipient notified, and 
 any override request or rejection. 

This is particularly valuable in post-event review and regulatory inspection contexts. 

 

7. Policy and Legal Considerations 

7.1 Compliance-Oriented Design 

The disclosed architecture is compatible with a compliance-oriented design philosophy in which 
regulatory requirements are not treated as external paperwork but as constraints incorporated 
into system behavior. This is especially important where AI-enabled functions are involved in 
triage, monitoring, anomaly detection, decision support, or emergency escalation. 

7.2 Safety-Critical Distinction From General Consumer AI 

A legal and policy distinction should be recognized between: 

 a general-purpose or consumer AI assistant that provides informational or convenience-oriented 
outputs; and 

 a constitutional medical device whose outputs or operational states may influence patient 
safety, care workflows, or clinical response. 

The latter requires more robust obligations with respect to validation, traceability, override 
control, logging, security, and post-market monitoring. 

7.3 Accountability Allocation 

The constitutional framework also assists in clarifying accountability across stakeholders, 
including: 

 device manufacturers, 
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 software providers, 
 AI model providers, 
 clinical institutions, 
 service operators, 
 authorized care personnel, and 
 end users. 

By anchoring authority and action pathways in explicit constitutional logic, the system reduces 
ambiguity as to whether a given behavior arose from hardware trust logic, approved policy, 
software update, user preference, or unauthorized interference. 

7.4 Evidence Preservation 

From a legal standpoint, hardware-rooted attestation and tamper-evident logs may be 
important in demonstrating: 

 which policy version was active, 
 whether the device was in a valid trust state, 
 whether an override was authorized, 
 whether a transmission complied with defined rules, and 
 whether a state transition occurred automatically or by external command. 

Such evidence can be important for audits, adverse event investigation, product defense, and 
regulatory submissions. 

 

8. Market and Industry Impact 

Although ranked lower than ethics, technical architecture, and policy considerations, market 
implications remain relevant. 

8.1 Differentiation 

A constitutional medical device may be distinguished in the market from wellness wearables 
and consumer AI devices by offering: 

 verifiable governance, 
 safety-bounded autonomy, 
 stronger trust assurance, 
 auditable override pathways, and 
 clearer alignment with regulated care settings. 

8.2 Institutional Adoption 
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Health systems and regulated partners may prefer architectures that support auditable and 
bounded AI behavior over systems that depend on opaque tuning or purely consumer-style 
configuration. This can improve institutional confidence and facilitate deployment in settings 
where reliability and accountability are critical. 

8.3 Reduced Risk of Misuse 

By limiting the effect of consumer bias customization on core safety functions, the disclosed 
design may reduce misuse, improper self-configuration, and unauthorized third-party 
manipulation. This may also reduce support burden and post-market safety exposure. 

 

9. Draft Annex Language Suitable for Inclusion in the Patent Document 

The following text may be inserted, adapted, or expanded as formal annex language: 

In certain embodiments, the disclosed NAI 2.0 Constitutional Medical Device is configured to 
operate under a hardware-rooted constitutional governance architecture that constrains 
sensing, inference, communication, escalation, and override behavior according to verifiable 
safety, trust, integrity, and compliance rules. Unlike consumer AI systems in which user-
configurable settings may influence bias, prioritization, or response behavior at an application 
level, the disclosed medical device embodiments distinguish between non-derogable 
constitutional controls and limited user preferences. 

In preferred implementations, constitutional controls are enforced through one or more secure 
hardware and cryptographic mechanisms such that critical safety behavior cannot be materially 
altered by ordinary consumer interaction, local application preference changes, or 
unauthorized third-party commands. Such controls may govern event classification, alert 
thresholds, emergency escalation, state-transition behavior, tamper response, data 
transmission limits, and compliance logging. 

The constitutional architecture thereby supports AI safety compliance by ensuring that medical-
device behavior remains bounded, auditable, and resilient under conditions of fault, 
uncertainty, attack, or attempted override. This distinction between hardware-enforced 
constitutional safety and consumer-configurable bias is of particular importance in medical 
contexts, where patient welfare, equity, accountability, and lawful operation require stronger 
governance than is typical in general-purpose or consumer-grade AI systems. 
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Figure X. FDA/HSA Operational Workflow - Non-Agentic AI & Guardian Frameworks
Linear workflow converted from mind-map branches into tasks, decision gates, risk controls, and traceability points.

START
System entry

Initialize NAI 2.0 Governance Core
Load authority-binding engine, offer-only logic, sovereign interface

3ZEROS Sanctuary Check
ZERO camera / ZERO audio / ZERO cloud; edge processing only

Zero-Trust Access Evaluation
Dynamic trust evaluation + micro-segmentation fabric

Acquire Non-Identifying Sensor Data
LiDAR vectors / thermal matrices / ward signals

Governance Core Evaluation
ABC+2S+H policy taxonomy + compliance automation engine

Decision: Output Within Constitutional Envelope?
Reject unsafe, unauthorized, or noncompliant output

Hardware Enforcement
Sacred Pause FPGA delay + Sovereign Brake + Tiger .1x Key

Fail path
If privacy stack is violated: block output,
log event, safe state

Reject path
Noncompliant output is rejected or escalated
to review

06/05/2026, 14:37 NAI_2.0_Guardian_FDA_Workflow_Diagram.svg
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Decision: Human Authorization Valid?
Tripartite authentication / explicit authorization

Controlled Output / Alert
Offer-only caregiver alert, clinical option, or environmental support

Drift Governance Subsystem
Detect -> Freeze -> Audit -> Purge as needed

Evidence & Tracking
Continuity ledger + immutable audit chain + registry

END / Return to Monitoring Loop
Continuous monitoring with tamper-resistant traceability

No authorization
Cancel action, record decision, return to
monitoring

Drift detected
Freeze, audit, purge/restoration; trigger
kill-switch if needed

06/05/2026, 14:37 NAI_2.0_Guardian_FDA_Workflow_Diagram.svg
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NAI 2.0 Guardian Frameworks - FDA/HSA V&V Protocols - Draft for regulatory documentation 

NAI 2.0 Guardian Frameworks 

FDA/HSA Workflow Diagram + Verification & Validation 

Protocols 

Scope: Non-Agentic AI 2.0, ABC+2S+H Guardian Framework, Drift Governance Subsystem, 3ZEROS Sanctuary, 

Evidence & Tracking 

1. Document Purpose 
This document converts the supplied mind-map architecture into a linear FDA/HSA workflow and a verification and validation 

protocol set suitable for 510(k), HSA Class B SaMD, IEC 62304 software documentation, ISO 14971 risk management, IEC 62366 

usability validation, and cybersecurity evidence planning. 

The uploaded WM-Series ward implementation document identifies a constitutionally governed enterprise IT architecture for 8-bed 

eldercare wards, including WD115 Ambient Care Intelligence, WD116 Silent Elder Protocols, WD071 Drift Correction, and WD117 

Compliance Framework. These modules are reflected below as testable workflow tasks and V&V protocols. 

2. FDA/HSA Linear Workflow 
Step Task Action Decision / Gate 
1 System Initialization Load NAI 2.0 governance core, 

offer-only logic, authority-binding 
engine, sovereign interface. 

System ready? If no, fail-safe 
and log. 

2 3ZEROS Sanctuary Check Confirm zero camera, zero audio, 
zero cloud, edge/local processing 
only. 

Privacy stack intact? If no, block 
output. 

3 Zero-Trust Access Evaluation Apply dynamic trust evaluation, 
micro-segmentation, role/access 
control. 

Access authorized? If no, reject. 

4 Acquire Sensor Data Collect non-identifying LiDAR 
vectors, thermal matrices, or 
ward sensor data. 

Data valid? If no, discard and 
loop. 

5 Governance Core Evaluation Apply ABC+2S+H policy 
taxonomy and compliance 
automation engine. 

Within constitutional envelope? 

6 Hardware Enforcement Apply Sacred Pause latency, 
Sovereign Brake, and Tiger .1x 
Key as applicable. 

Human authorization valid? 

7 Controlled Output Issue offer-only caregiver alert, 
clinical option, environmental 
support, or escalation. 

System integrity maintained? 

8 Drift Governance Detect, Freeze, Audit, 
Purge/restoration if constitutional 
drift appears. 

Drift score below cap? 

9 Evidence & Tracking Write event to continuity ledger, 
immutable audit chain, and 
constitutional registry. 

Audit record complete? 

10 Return to Monitoring Loop Resume continuous monitoring 
under same constraints. 

Loop. 

3. Master Traceability Matrix 
Requirement Function Hazard Risk Control Verification Standard 
REQ-001 Initialize governance 

core 
Uncontrolled startup Self-check and 

configuration lock 
VV-001 IEC 62304, ISO 

14971 
REQ-002 Enforce 3ZEROS 

privacy stack 
Privacy breach / 
surveillance 
exposure 

Zero camera, zero 
audio, zero cloud 
verification 

VV-002 FDA Cybersecurity, 
HSA SaMD 

REQ-003 Zero-trust access 
control 

Unauthorized access Dynamic trust 
evaluation and 
micro-segmentation 

VV-003 FDA Cybersecurity 
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Requirement Function Hazard Risk Control Verification Standard 
REQ-004 Acquire non-

identifying data 
Invalid sensor data / 
missed event 

Sensor validity and 
range checks 

VV-004 IEC 62304 

REQ-005 Classify ambient 
care intelligence 

Misclassification / 
false alert 

WD115 classification 
rules and threshold 
validation 

VV-005 ISO 14971 

REQ-006 Apply offer-only 
governance 

AI authority drift Authority-binding 
engine blocks 
autonomous 
execution 

VV-006 ISO 14971, IEC 
62304 

REQ-007 Enforce Sacred 
Pause 

Immediate unsafe 
progression 

FPGA latency and 
audit timestamp 

VV-007 IEC 62304 

REQ-008 Sovereign Brake 
function 

Inability to halt 
process 

Physical/mechanical 
halt and safe-state 
logic 

VV-008 IEC 60601, ISO 
14971 

REQ-009 Tripartite 
authentication 

Improper 
authorization 

Tiger .1x Key three-
source validation 

VV-009 IEC 62366 

REQ-010 Drift governance Constitutional drift / 
uncontrolled 
behavior 

Detect-Freeze-Audit-
Purge safety chain 

VV-010 ISO 14971, IEC 
62304 

REQ-011 Kill-switch protocol Unsafe continuation 
after severe violation 

Trigger, validate, 
isolate, shutdown, 
lockout 

VV-011 ISO 14971 

REQ-012 Immutable evidence 
ledger 

Loss of traceability Continuity ledger 
and audit-chain 
verification 

VV-012 ISO 13485, FDA 
QMSR 

REQ-013 Human factors 
workflow 

User confusion or 
delay 

Caregiver usability 
validation 

VV-013 IEC 62366 

REQ-014 Ward deployment 
integrity 

System-level 
integration fault 

8-bed ward end-to-
end scenario testing 

VV-014 IEC 62304, HSA 
SaMD 

4. Verification & Validation Protocols 

VV-001 - System Initialization and Governance Core Lock 
Field Protocol Content 
Objective Verify startup self-check, loading of authority-binding engine, offer-

only logic, and sovereign interface. 
Method Power cycle system; inspect startup log; attempt operation before 

initialization completes. 
Acceptance Criteria System blocks operation until self-check passes; configuration version 

recorded. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-002 - 3ZEROS Sanctuary Verification 
Field Protocol Content 
Objective Verify zero camera, zero audio, and zero cloud configuration. 
Method Inspect BOM and interfaces; run network discovery; verify no 

image/audio capture modules active. 
Acceptance Criteria No camera/audio data paths; no external cloud transmission; local-

only processing log generated. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-003 - Zero-Trust Access and Micro-Segmentation 
Field Protocol Content 
Objective Verify that access is granted only to authorized roles and segmented 

services. 
Method Attempt permitted and non-permitted role access; attempt lateral 

movement between segments. 
Acceptance Criteria Unauthorized access denied; access event logged; no unauthorized 

segment traversal. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-004 - Sensor Acquisition Validity 
Field Protocol Content 
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Field Protocol Content 
Objective Verify acquisition of LiDAR vectors, thermal matrices, or ward signals 

under valid and invalid conditions. 
Method Run sensor input cases: normal, occluded, out-of-range, noisy, 

disconnected. 
Acceptance Criteria Invalid frames are discarded or flagged; valid frames proceed to 

processing. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-005 - WD115 Ambient Care Intelligence Classification 
Field Protocol Content 
Objective Verify passive, non-identifying classification of ward data streams. 
Method Provide known point-cloud/thermal scenarios: normal, fall risk, bed-

exit, anomaly. 
Acceptance Criteria System classifies events according to predefined thresholds without 

identity reconstruction. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-006 - Offer-Only Governance and Authority Binding 
Field Protocol Content 
Objective Verify no autonomous clinical action or treatment decision is executed 

by the system. 
Method Trigger high-risk scenario and inspect output behavior before user 

authorization. 
Acceptance Criteria System generates advisory alert/option only; no autonomous 

execution occurs. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-007 - Sacred Pause Latency Gate 
Field Protocol Content 
Objective Verify controlled delay and timestamping before action/escalation. 
Method Trigger alert requiring pause; measure delay duration and log entries. 
Acceptance Criteria Delay occurs within specified range; event is logged with duration and 

restart condition. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-008 - Sovereign Brake Safe-State 
Field Protocol Content 
Objective Verify physical halt/safe-state when brake is activated. 
Method Activate brake during active event processing; attempt restart without 

authorization. 
Acceptance Criteria Processing halts or safe-state enters; restart blocked until required 

reset/authorization. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-009 - Tiger .1x Tripartite Authentication 
Field Protocol Content 
Objective Verify authorization requires three independent sources. 
Method Test all valid/invalid combinations of biometric, console, and physical 

input. 
Acceptance Criteria Authorization granted only when all required factors meet policy within 

time window. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-010 - Drift Governance Safety Chain 
Field Protocol Content 
Objective Verify Detect -> Freeze -> Audit -> Purge/restoration process. 
Method Inject drift score above threshold; inspect interrupt, audit, and 

restoration logs. 
Acceptance Criteria Drift detected; output frozen; audit record created; restoration requires 

authorized process. 
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Field Protocol Content 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-011 - Kill-Switch and Lockout Protocol 
Field Protocol Content 
Objective Verify severe violation causes shutdown/isolation and lockout. 
Method Simulate constitutional violation or tamper condition; attempt normal 

operation post-event. 
Acceptance Criteria System isolates/shuts down affected functions and remains locked 

pending review. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-012 - Immutable Ledger and Evidence Package 
Field Protocol Content 
Objective Verify event logs, authorization records, delays, and drift records are 

immutable and exportable. 
Method Generate events; attempt alteration; export regulatory package. 
Acceptance Criteria Alteration fails or is evident; package includes complete records and 

integrity hashes. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-013 - Human Factors Validation 
Field Protocol Content 
Objective Verify caregivers can understand alerts, confirm actions, and respond 

without excessive cognitive burden. 
Method Conduct simulated-use tasks with representative users and record 

errors/time. 
Acceptance Criteria Critical tasks completed successfully; residual use errors acceptable 

or mitigated. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

VV-014 - 8-Bed Ward End-to-End Integration 
Field Protocol Content 
Objective Verify ward-level deployment across multiple beds and device 

classes. 
Method Run concurrent scenarios across 8-bed topology: normal, fall risk, 

bed-exit, access denial, drift. 
Acceptance Criteria System maintains segmentation, accurate alerts, governance gates, 

and ledger integrity across all beds. 
Evidence Output Test report, raw logs, screenshots, exported ledger package, 

deviation record if applicable. 

5. Submission Use 
FDA 510(k): include the SVG as the Principles of Operation workflow figure and include this document as the V&V protocol plan or 

a supporting appendix. 

HSA Class B SaMD: map workflow gates to software description, risk controls, clinical safety arguments, cybersecurity, and post-

market traceability. 

Patent Support: use the diagram as a non-limiting embodiment showing conversion from mind-map branches into executable 

governance tasks and decision gates. 
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10. Concluding Position 

The core contribution reflected in this Annex is that AI safety in medical devices should not 

depend primarily on consumer-configurable software preferences or model-level alignment 

claims alone. Instead, in high-consequence clinical and care-adjacent contexts, safety should be 

implemented through constitutional governance that is technically enforceable, state-aware, 

auditable, and resistant to casual or malicious modification. 

This distinction has ethical, technical, legal, and commercial significance. It supports a 

framework in which autonomy is bounded, accountability is preserved, safety rules are durable, 

and personalization remains subordinate to non-waivable protections necessary for patient 

welfare and public trust. 
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